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Logout flow of PingOne will be used to clear any active session of the user. This

flow will terminate the sessions programatically.

5’ Read All Active Session for the user

%’ Delete the session using Session ID

v Read All Sessions for the user

Request

GET

1 {{apiPath}}/environments/{{envID}}/users/d80a3741-365a-4bd5-a220-b:

»

Variable Value Location

apiPath https://api.pingone.asia/v1 URL

envID 32282aad-a4f2-46ae-a82d- URL
9dd91739a966

userlD Fetch from the id token in URL
state

D80A3741-365A-4BD5-A220-B328...

Authorization Bearer Header

ACCESS TOKEN FOR ADMIN APP
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@ This returns a JSON response with all active sessions in
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res._embedd.sessions array

~

" links": {
"self": {
"href": "https://api.pingone.asia/vl/environments/322¢
}
}s
" _embedded": {
"sessions": [
{
" links": {
"self": {

"href": "https://api.pingone.asia/vl/envir
¥
"environment": {

"href": "https://api.pingone.asia/vl/envir
¥
"user": {

"href": "https://api.pingone.asia/vl/envir

}s
"id": "1f2940eb-0635-41fc-8fa5-3bc55343b287",

"environment": {

"id": "32282aad-a4f2-46ae-a82d-9dd91739a966"

s
"user": {

"id": "d80a3741-365a-4bd5-a220-b328dec58aaf"
s

"createdAt": "2021-12-15T08:38:03.229Z",
"activeAt": "2021-12-21T09:45:00.375Z2",
"browser": {
"name": "Other"
¥
"operatingSystem": {
"name": "Other"
1
"device": {

"type": llother‘ll
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38 }s

39 "locations": [

40 {

41 "at": "2021-12-15T708:38:52.329Z",
42 "remotelp": "49.204.181.198",

43 "city": "langar houz",

44 "state": "telangana",

45 "region": "",

46 "country": "india"

47 b,

48 {

49 "at": "2021-12-15T09:15:37.790Z",
50 "remoteIp”: "49.204.181.198",

51 "city": "langar houz",

52 "state": "telangana",

53 "region": "",

54 "country": "india"

55 ¥

56 {

57 "at": "2021-12-15711:22:50.9927",
58 "remoteIp": "49.204.181.198",

59 "city": "langar houz",

60 "state": "telangana",

61 "region": "",

62 "country": "india"

63 }s

64 {

65 "at": "2021-12-21708:56:49.717Z2",
66 "remotelp": "49.207.219.226",

67 "city": "cv raman nagar",

68 "state": "karnataka",

69 "region": "",

70 "country": "india"

71 },

72 {

73 "at": "2021-12-21709:45:00.375Z",
74 "remoteIp”: "49.207.219.226",

75 "city": "cv raman nagar",

76 "state": "karnataka",

77 "region": "",

78 "country": "india"

79 }

80 1
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82

83

84 }
85 }s

86 }s

87 "count": 2,
88 "size": 2

89 }
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81 "lastSignOn": {

"remoteIp": "49.207.219.226",

Ilatll .

"2021-12-21T709:45:00.375Z"

© Please capture the id from the sessions array 1f2940eb-0635-41fc-

8fa5-3bc55343b287

v Delete Session for the user using Session ID

Request

DELETE

1 {{apiPath}}/environments/{{envID}}/users/d80a3741-365a-4bd5-a220-b:

Variable

apiPath

envID

userID

Authorization

sessionlD

© 1f2940eb-0635-41fc-8fa5-3bc55343b287 was used from response from

Value
https://api.pingone.asia/v1

32282aad-a4f2-46ae-a82d-
9dd91739a966

Fetch from the id token in

state

D80A3741-365A-4BD5-A220-B328...

Bearer

ACCESS TOKEN FOR ADMIN APP

1f2940eb-0635-41fc-8fa5-

3bc55343b287
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previous flow res._embedd.sessions array

Response

1 [l

@ Response is 204 No Content

5’ aurernaTive Use SignOff endpoint which returns HTML response and logs
out the user from PingOne
v Logout user using SignOff Endpoint of OIDC

Request

GET

1 {{authPath}}/{{envID}}/as/signoff?id_token_hint=eyJhbGciO0iJSUzI1Nil

»

Variable Value Location

apiPath https://api.pingone.asia/v1 URL

envID 32282aad-a4f2-46ae-a82d- URL
9dd91739a966

id_token_hint Fetch the id token in state QUERY STRIN

EYJHBGCIOIJSUZITNIISIMTPZCI6IM...

@ Response is 200 with HTML confirmation page.

@ Be the first to add a reaction No labels Q@
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